Verification Status Report:
Date: 25t September 2025

S. Vulnerabilities Status Remarks
No.
1 Cross Site Scripting Closed --
2 OTP Bruteforce Closed N
3 Insecure Direct Object Reference Closed
4q OTP Flooding Closed
5 Weak Password Policy Closed N
6 Improper Session Timeout Open Refer to L1 Report
case
7 Cleartext Submission of Password Open Refer tocall_;(la Report
8 Vulnerable and Outdated Components Closed Risk Acceptance
9 Server Version Disclosure Closed --
Misconfigured
10 Lack of Security Headers Open Content-Security
Policy
11 Security Logging and Monitoring Failures Open Refer t(::;';(la Report
12 Captcha not implemented Open Refer to below
testcase




Case I: 1t is observed that the captcha is not implemented on login as shown
below:
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W HEALTH & FAMILY WELFARE DEPARTMENT
@ GOVERNMENT OF NCT OF DELHI

jRa— ' Hospital Login
1 | :
- Mobile Number: Enter your mobile number
‘ Password: Enter your password
R

;II_-

Solution: Kindly implement the alphanumeric captcha
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